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Abstract—When multiple parties want to learn from each
others’ data, but do not want to share this data becuase it is
privacy sensitive, using a federated trained Machine Learning
(ML) model is a good option. Explanation of the results are
essential to use and and therefore trust the outcome of this
trained model. However, explanations reveal sensitive information
which is not allowed when using privacy sensitive data. In this
paper, we introduce a novel approach generating Counterfactual
Explanations (CFEs) in a secure way utilising synthetic data.
A CFE provides an example data point, that with the smallest
change to the original feature values provides a different outcome.
Thereby showcasing what needs to change for a different output.
In our case two parties owning different features of the same
persons jointly train a ML model. In this setting, one party
owns one feature and the other party owns multiple features
including the target feature, both data must remain confidential
to the other party. A CFE is created by first securely generating
vertical distributed synthetic data with the aid of a Split Neural
Network (Split-NN). We show that the distributed synthetic
data maintain characteristics of the original data in the cases
where the predictability is high, and do not reveal sensitive
information when under an Attribute Inference Attack. Secondly,
synthetic Counterfactuals (CFs) are generated and ranked using
secure Multi-Party Computation. The ranking is based on the
optimization of a selection of distance metrics from the CFE
with respect to the original event. The outcome of the CFE can
be revealed to both parties. In this way we provide a complete
privacy-preserving pipeline to explain a federated trained ML
model on vertically partitioned data.

Index Terms—Explainable Al, Privacy Enhancing Technolo-
gies, Counterfactuals, Synthetic Data Generation, Federated
Learning, Multi-party Computation

I. INTRODUCTION

Digitization of personal or confidential data has increased
tremendously in the current world. The data is often stored
at different locations, containing similar events, but different
features. This is called vertically partitioned data. It can be
undesirable to share vertically partitioned data amongst all
parties due to privacy or confidentiality concerns as this reveals
sensitive information. However, analysis on these datasets
could greatly benefit decision-making and the quality of ser-
vices. Let’s take for example data on diabetes patients; The
hospital has information on blood pressure and the GP has
information on family history on diabetes. To determine novel
approaches that benefit large amounts of diabetes patients,
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analysis on extensive data is essential and can improve health-
care in general. Since the datasets contains sensitive personal
information, the datasets cannot be shared between the GP and
the hospital. Another example is the detection of fraudulent
transactions across banks and financial institutions.

There is an increase in the use of Machine Learning (ML)
models to improve decision-making. However, standard ML
models cannot be used when parties have privacy sensitive
data. Several methods exist to train federated models on
vertically partitioned data in a privacy friendly manner. There
are models based on Federated Learning (FL), Multi-Party
Computation (MPC), or a combination of both [1]. FL and
MPC are both techniques that enable collaboration on sensitive
data while maintaining privacy [2].

However, after training a ML model it remains challenging
to understand how the model has come to its prediction. There-
fore explainability is desired to validate results and increase
trust in the model. In the example of the diabetes patients
one might be interested in the question: why is the advice
to increase exercise the best action for this particular patient?
Or in the case of fraud detection; why is a given transaction
marked as being fraudulent? For this reason, the field of
Explainable Artificial Intelligence (XAI) has gained traction
in academic literature [3]. Current approaches in XAl rely
heavily on the model input and associated output [4]. The input
and the model’s output is used to calculate and provide the best
explanations. Therefore, when dealing with sensitive vertically
distributed data, explainability introduces additional privacy
challenges. It is not allowed to reveal the sensitive input data
nor the features of that specific event, to explain the outcome to
all parties. One promising technique in XAl is Counterfactual
Explanations (CFEs). CFEs provide a data point which is very
similar to the original event but has a different outcome. This
data point in itself contains sensitive information and may
therefore not be revealed. As well as there can be attribute
inference and explanation linkage attacks performed on these
explanations to acquire on specific persons [5]. Therefore an
explanation must protect all sensitive information whilst still
being informative. For a two-party setting it is vital both
parties do not infer more private information on persons in
their data. To the authors knowledge there is very limited
research on providing privacy-friendly explanations in a secure



ML pipeline involving vertically distributed data.

A. Contributions of the Paper

To create a complete secure pipeline to reveal relevant
CFEs we face several technical challenges: 1) How to create
representative synthetic data on vertically partitioned data, and
2) How to find the best synthetic CFEs around a local data
point in a secure way? For our problem definition we have two
parties, of which one party holds one (sensitive) feature. Our
Secure Counterfactual Explanations (SCFEs) protocol’s main
contributions are:

1) Introducing a method for creating synthetic data on
vertically distributed data in a two-party using Federated
Learning.

2) Proposing a method for calculating secure counterfactual
explanations for a single query from synthetic data using
cryptography. Enabling the parties expertise to use prior
knowledge resulting in feasible counterfactuals.

3) Proofing the integration of the above methods in a single
secure pipeline on an open-source dataset (California
Housing data).

II. BACKGROUND KNOWLEDGE

In this work a diverse set of state-of-the art techniques is
used in the field of Privacy Enhancing Technologies (PETs)
and in a novel way combined with explainability of black-
box models. Therefore, the authors deem it necessary to
elaborate on background knowledge in the areas of PETSs
and explainability. PETs are technologies that enable users
to extract value from data whilst protecting the privacy of
individuals in the data. In the following sections the PETSs
used in this paper are explained, followed by the used XAl
technique.

A. Federated Learning

In the field of FL the central model weights are updated
based on local updates at the clients. Various methods can
be used in a vertical setting. Li et al. provided a comparison
of FL algorithms [6] and applicability in a vertical setting
as well as availability of open-source code. A special form
of FL is the Split Neural Network (Split-NN) proposed by
Vepakoma et al. [7], which relies on sharing intermediate
representations of the input data rather than updates on the
model weights. Essentially partitioning the model itself over
multiple parties. The results are especially encouraging in
terms of increased communication efficiency and flexibility.
The feature maps of the last intermediate layer are combined
and shared with a central server that completes the neural
network with additional layers and the output layer. All clients
have a similar output structure of neural network layers.
Several options exist to combine the intermediate feature maps
for the central model, for example: averaging, max pooling,
summation, multiplication or concatenation [8].

B. Synthetic Data Generation

There have been many advances in the field of creating
synthetic data, a lookalike of the original data, over the last
decade. The goal of synthetic data is to maintain as much
of the properties of the original data whilst simultaneously
protecting the privacy and/or sensitive information. There is
a trade-off between these two objectives. Several standard
statistical methods are used like Random Oversampling [9]
and Gaussian Mixture Models [10]. However, there have been
important breakthroughs using deep learning models. Genera-
tive Adverserial Networks (GAN) are generally outperforming
the more standard approaches in capturing the underlying
patterns which results in an increased quality of synthetic data
as well as protecting the sensitive information [11].

C. Multi-Party Computation

Secure multi-party computation (MPC) is a field of cryp-
tography that enables multiple parties to jointly compute a
function on their private inputs, while maintaining the privacy
of these inputs from the other parties [12]. In this paper,
Shamir’s Secret Sharing (SSS) threshold scheme is used in
particular.

SSS can be used as a building block for constructing MPC
protocols. With this method, each party first uses Shamir
Secret Sharing to share their private input, then the shares are
used in the computation, and finally the output is reconstructed
[13]. In this way, each party only learns the output of the
computation, and nothing else about the other parties’ inputs.

Another MPC technique utilized in our study is Homo-
morphic Encryption (HE) which converts data in ciphertext
to create a Private Set Intersection (PSI). PSI enables secure
computation of the intersection between private sets, provid-
ing parties the ability to determine shared elements without
revealing individual set contents [14]. This step ensures that
both parties can contribute the features that corresponds to a
particular sample without learning any other information on
the samples they don’t have in common.

D. Counterfactual Explanations

In the field of XAI, CFs have risen to the attention. Besides
methods as SHAP [15] and LIME [16] which aim to explain
how a decision was made, CFs aim to explain why [17] and
what needs to change in order to obtain a different model
outcome. E.g. why does this diabetes patient gets treatment
X prescribed and not Y? CFs can be rated based on their
proximity, sparsity, diversity, plausibility and feasibility to the
original query [18]. Proximity means the CF should match
the original Factual as closely as possible. The CF should
be sparse which results in a minimum difference in features
to make it easier to interpret the output. The explanations
should preferably be diverse such that the user can choose from
multiple CFs to interpret the outcome. Plausibility adheres to
the required action being actionable e.g. the person cannot
change gender. Lastly, feasibility is closely related and focuses
more on likelihood of existence of the CF. Various algorithms
optimize these aspects and most use distance metrics (see



section IV-A4) to rank and optimize the CF candidates [19].
Some open-source methods to rank CFs are DICE [20],
CARLA [21] and MACE [22], which all use versions of
iterative loss optimization.

ITI. RELATED WORK
A. Distributed Vertical Synthetic Data Generation

To the authors’ knowledge work on synthetic data gen-
eration for vertically distributed tabular data is limited. The
main focus in literature is on horizontally distributed tabular.
A distributed method for tabular data horizontally partitioned
using federated learning is proposed by Zhao et al. [23]
called Fed-TGAN with promising result in similarity and
training time. The work of Tajeddine et al. [24] proposed
a method using DP-SDG and MPC with differential privacy
to train a probabilistic generative model in a secure way for
vertical partitioned data. However, results on the quality of the
synthetically generated data is not provided. Therefor, there is
a need for methods to generate vertical synthetic tabular data.

B. Secure Explanations in a Vertical Distributed Setting

Research on the subject of secure multi-party explanations
for black-box models trained on vertically distributed data is
limited. Previous work on the topic includes Secure Local
Foil trees by Veugen et al. [25] that introduces a method to
explain a sample by a secure decision tree. The work suggests
to securely generate synthetic data by defining a standard
numerical distribution around the query. The quality of the
synthetic data highly depends on the similarity of the real
feature’s distribution to a normal distribution. From the Local
Foil Trees a rule-based explanation can be extracted to explain
a query. Wang et al. [26] studied the explainability of vertical
federated models calculating Shapley values in a two-party
setting. When the host party calculates feature importance
from the guest party, this reveals sensitive information from
the guest features. Therefore Wang et al. propose a method to
calculate a unified importance value for guest features showing
that the experiments are robust and provide informative results.
Shapely values focus on explaining the how of the outcome,
CFEs clarify the why of the outcome. The work of Chen et
al. [27] introduces an Explainable Vertical Federated Learning
framework that minimizes the distributions of CF samples to
the query with the Kullback—Leibler (KL) divergence method.
The goal of this framework is to filter abundant features
to improve model predictions and provide insight in feature
importance. When CF candidates are revealed, they reveal
the sensitive input data. To the authors perspective basing the
feature importance on one query provides a local result and
may not equal the global feature importance.

Our study focuses on generating realistic synthetic CF can-
didates which can be revealed to explain a single query. Our
framework optimizes CFEs based on several distance metrics
calculated securely with the help of MPC. This approach
ensures that CFEs remain vertically distributed throughout
computation and do not unintentionally reveal input data or
explanations to collaborating parties. As most calculations for

the distance metrics are done locally computational time is
lowered.

IV. APPROACH AND EVALUATION METHOD
A. Workflow Generating Synthetic Counterfactuals

Our SCFE approach explains the Factual by providing
synthetic CFs which shows which features changed to get
another output. Our approach is secure in every step. All steps
are explained in detail in the following sections.

guestion: How can we increase the house Erice?

Federated Al Model

Step 1: Select Factual to Explain

Alice and Bob have a distributed model to predict the house price.
They selected a Factual for which they want to know which different
feature values would increase the house price.
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Secure Counterfactual Explanations (SCFE)

Step 2: Generate Synthetic Candidates, which can be privacy
friendly revealed to both parties.
a) Generate Synthetic Data for Alice

b) Generate Synthetic Data for Bob

Step 3: Re-compute Target Values of Synthetic Data,
with the distributed trained model from step 1.

Step 4: Secure Optimization of Synthetic CFs, to match the
Factual

Step 5: Explanation with Selection of Synthetic CFs
Alice and Bob decided to reveal the top 2 synthetic CFs and
concluded that they have to increase the number of rooms in

order to increase the house price.
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Fig. 1: Schematic overview of steps to calculate Secure CFEs with

an example on Housing Data. All steps are explained in detail in the
following sections.

285.000

1) Step 1: Select Factual to Explain: In this first step, the
data owners decide together which data point they want to
have explained (the Factual). Define the task of the model’s
explanation depending on the goal to either classify an event
or estimate its value (regression) differently. E.g. why is my
event class 1 and not class 0? Or in case of regression; why
is my event not 10-15% higher or 10-15% lower?

2) Step 2: Generate Synthetic Candidates: Our method
uses the Split-NN from Vepakomma et al [7] in a new way to
generate synthetic data on vertically distributed datasets which
can be revealed without showing sensitive information. The



method is able to make use of the recent breakthroughs in
applying GAN for synthetic data generation. Our set-up has
two data-owners, where Alice has most features including the
target feature and Bob has one feature. Via the following three
steps vertical synthetic data is generated:
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Fig. 2: Schematic overview of proposed vertical Split-NN synthetic
data generation approach.

1) Generate synthetic data for only Alice’s data locally. We
used an open-source method from SDV based on Tabular
Conditional GANs [28].

2) Train a Split-NN using the original data of Alice as
features to predict the feature owned by Bob, which is
the target.

3) Provide the synthetic data from Alice to the trained
Split-NN from step 2, to generate the synthetic feature
for Bob as an output.

Now all parties have a synthetic version of their original data
maintaining cross-party correlations and similarities.

Both parties can put constraints on the synthetic data by
checking the validation and feasibility. They can validate
whether the created synthetic data lies in the desired outcome
range and if the data is feasible (or even plausible) for the
event to reach the synthetic samples values. With PSI both
parties can securely align input samples before continuing to
step 2.

3) Step 3: Re-compute Target Values: To determine why the
model generated a certain output, all the classes or continuous
values of the original and synthetic data need to be computed
with the vertical Split-NN to be explained. Using the same
Split-NN ensures that the explanations are relevant to that
particular model.

4) Step 4: Secure optimization of Synthetic CFs: To deter-
mine the best CFs, first the individual losses are provided by
the calculation of the L0, L1 and L2 distances between all
synthetic candidates and the selected Factual. In Protocol (1)
the distance metrics are calculated in a secure way as the sum
of the distances per feature and the ranking is calculated with
MPC.

The loss of an individual CF candidate is calculated by
equation (1). The U represents the set of parties, o the weight
of the L0 loss, 8 the weight of the L1 loss, and ~y the weight
of the L2 loss. The LO represents the amount of features
that are changed. The L1 represents the element-wise distance
summed between all CF’s features and the sample’s features.
The L2 is the pair-wise distance between all CF’s features
and the sample’s features squared. The L2 norm is squared
to aggregate it with the other distance metrics and to save

precious calculation time via the MPC protocol as parties do
not have to jointly calculate the square root. In our experiments
we stated that « , 8 and -y are equal as it is decided that all
distances are equally important while calculating the CFs. The
users can tweak the constants to their specific requirements.
The categorical features are one-hot-encoded and are only
taken into account once to calculate the loss.
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The MPC protocol is used to rank the CF candidates and
reveal the top K indices (see protocol (1). For this purpose
the SSS scheme is used from the MPyC library [29]. Using
the MPyC library compared to normal un-encrypted code does
not affect the correctness of the outcome, as was verified.

2

Protocol 1 Secure top-k counterfactual candidate ranking

Require: Secret shared losses [S], counterfactual candidates
N, parties U, top K number of CFs
Ensure: List containing indices from K smallest counterfac-
tual losses
1. L+ 0
2 Q + 0
for i=0,..., N do
candidate %
L+ LU cylsuil
end for
[max_loss] = mpc.max(L)
for k=0...,K do
losses
[idx], [loss] <— mpc.argmin(L)
9: idx < mpc.output([idx])
10: L.idx < [max_loss]
11: Q + QUidx
12: end for
13: return @)

(95}

> Aggregate loss for counterfactual

AN

> Reveal indices of K smallest

*®

5) Step 5: Explanation with Selection of Synthetic CFs:
After all synthetic candidates are ranked based on their dis-
tances to the selected event, the users can decide what will be
revealed. In this paper the assumption is that the users want
to see a certain amount (10) of synthetic CFs explaining the
Factual. The more synthetic samples are revealed, the more
general statistics are revealed about the features. Also with the
synthetic data the parties can perform reconstruction attacks on
the original data. However, there will always remain plausible
deniability for the outcome. Therefore, it is advised to limit the



revealed information as much as possible. If desired users can
also reveal only a summary of the synthetic CFs e.g. averages,
maxima or minima.

B. Privacy

The approach is designed in such a way that both Alice and
Bob can not learn any new sensitive information during the
process as only abstract representations or encrypted values
are shared. Even if Alice and/or Bob are honest but curious
parties they cannot perform relevant reconstruction attacks
during the process. Only when parties reveal synthetic CFs
additional information is learned by both parties. Therefore,
an Attribute Inference Attack is performed ( [30]) in section
V-D to analyse privacy leakage from revealed synthetic CFs.
This attack simulates whether it is possible to gain knowledge
on a feature owned by the other party for a specific sample.

C. Data

For the experiments the publicly available California Hous-
ing data set is used. This data set consists of 8 numerical
features, one categorical feature and 20.640 samples. What the
dataset is mostly used for is to predict the median house value.
The data contains information of a block on the household
(population, income, total residents), characteristics of the
houses (total rooms, total bedrooms, housing median age),
location (longitude, latitude, ocean proximity) and the house
price (median house value). The dataset is scaled between [0,1]
for continuous features and categorical features are one-hot-
encoded in binary features. This results in an equal influence
of all features to the optimization function in equation 1.

D. Evaluation Metrics

Our method is validated after each step following commonly
used evaluation metrics for Synthetic Data Generation (SDG)
and CFs. Multiple experiments were run to test stability of the
models and evaluate computational time.

1) Evaluation Synthetic Data: The quality of the generated
synthetic data is tested with utility metrics, which are selected
based on increasing dimensionality. The original and synthetic
data are compared on the following three aspects:

1) The comparison of the distributions of one feature mea-
sured with the Hellinger Distance (HD) with the focus
on the distributed generated feature of Bob. For every
j € {1,..,d}, the difference between original feature X
and synthetic feature X ]’ is defined as:

HD:%'H\/ZA?XJ» —/Px;ll2 3)
with probability distributions P = (pl, ..., pk) divided
in 30 bins. In case of categorical features the bins are
the categories. Results are reported in 1 — H D, which
means 1 is the maximum and O the minimum similarity.

2) The correlation between two features, measured with a
Pearson correlation matrix measured on all numerical
features. The Pearson coefficient p is calculated by:

covX X ]’

0X0X]

“4)

PX. Xt =

with cov the covariance, o the standard deviation of both
X and synthetic X;. 1 is the maximum covariance and
0 means no covariance.

3) A Support Vector Machine regression task evaluates the
multi-feature similarity. The target feature is *Median
House Value’ and reported are the R-squared (R?), Mean
Absolute Error (MAE) and Root Mean Squared Error
(RMSE).

The experiments are executed using three different features
as distributed feature for Bob. Namely population, median
income and housing median age. These features are selected
based on varying distribution and correlation with other fea-
tures. We hypothesized that a higher correlation to other
features results in more realistic synthetic feature of Bob.
population and median income are highly correlated with other
features. Housing median age has lower correlations to other
features, as can be seen in Figure 3.

2) Evaluation Counterfactuals: Our method is evaluated by
comparing two sets of CFs. The first is generated in a one-
party setting using the original data and the same distance
optimization as presented in Protocol (1). The second is
generated according to our novel secure protocol (1). Validity
of the CFs is addressed by comparing the computed outcome
with the desired situation. E.g. we want the outcome to
increase by 10-15% and select only the CFs adhering to that.
Feasibility and plausibility can be largely tackled by the data
owners as they can put constraints on the generated CFs as
mentioned in step 1. E.g. a house with a 20m? cannot have 10
rooms. The CFs are evaluated on their distance to the Factual.
The L1 distance is most distinguishable distance of the three
distance metrics and matches the Factual as closely as possible
by element-wise comparison representing the average change.
L1 is defined in equation 1. For evaluation, the distances of
all features between the Factual and CF are calculated and
specifically for distributed feature’s the L1 to evaluate the
effect of the distributed synthesis step. To be able to make
a robust comparison, the metrics are visualised by iterating
over a 100 different Factual samples and taking the top 10 CF
candidates. The results are shown in a violin plot as was done
by Carla et al [21]. Moreover, all experiments are performed
on normalized data sets.

3) Evaluation Privacy: After the synthetic CFs are revealed
an honest but curious (HBC) party A can try to gain infor-
mation on the distributed feature of party B. An HBC party
means the party follows the prescribed protocol, but tries
to learn additional information from the other party. Party
A can train a ML model on the revealed synthetic CFs to
predict the distributed feature from party B. After training,
party A uses the model on her own original data to predict
the distributed feature. If party A is able to correctly predict
the feature’s value, there is privacy leak. Otherwise privacy is
indeed preserved. For this purpose Support Vector Regression
(SVR) models are trained on synthetic data and tested on
all original data. The robustness of the various models is
tested with Cross Validation Scores (CVS). There are four
scenarios in which 10, 100, 1000 or all synthetic data samples



Feature Distributed | Central Synthetic
Population 0.06 0.04
Median Income 0.17 0.08
Housing Median Age 0.38 0.13

TABLE I: The Hellinger Distance for Central Synthetic and the three
distributed Synthetic data sets on their respective features compared
to the Original. HD has a maximum value of 1, which means no
symmetry and a minimum of 0 which means exactly equal probability
distributions.

are revealed. Both R? scores and MAEs are reported. As
additional analysis the amount of samples which have been
predicted exactly correct are calculated as well. Keep in mind
that in general the more synthetic samples are revealed the
more general statistics can be concluded with certainty e.g.
means, minimum and maximum values, and distributions.
Therefore it is always advised to reveal as little information
as possible.

V. RESULTS
A. Vertically Generated Synthetic Data

Utilizing the SDV open-source library, we implemented
the CTGAN to generate (baseline) synthetic data for Alice.
The model trained for 2500 epochs on all data generating a
synthetic data set of equal size (20608). When compared to
the Original data, this baseline already shows a decrease in
similarity. Although our primary focus is not on the evaluation
of open-source methods, we present these results to ensure
a fair assessment of our approach in generating distributed
synthetic features.

For ease of reading, we name the baseline synthetic data set
Central Synthetic and the three synthetic data sets Population,
Median Income and Median Housing Age with distributed
features population, median income and median housing age
respectively.

The prediction with the Split-NN to generate the feature
population has an R? of 0.84 at 20 epochs. Followed by
median income with an R? of 0.74 at 20 epochs. However,
Housing Median Age has the lowest R? value of 0.3 at 20
epochs, indicates the predictions for "Housing Median Age
have the highest error. To begin our analysis, we illustrate
the Hellinger Distances (HD) in Table I between the Original
data and, the Central and Distributed Synthetic data sets.
Distributions of these features can be found in Appendix
VIII-A. Stability experiments calculating R? for test and train
sets running up to 20 epochs, show that for a balance in under-
fitting and over-fitting 10 epochs is an overall good match.

For Population the similarity to Original is highest, as the
HD is lowest, followed by Median Income. Housing Median
Age has a high HD with a poor similarity to the Original with
a high HD. This was expected by the low R2.

Secondly, Figure 3 visualises the correlations of the dis-
tributed features for the original and synthetic data sets.
Central Synthetic overall has a slight decrease in correlation
compared to Original. Population has a high similarity in
correlations to Original and a (small) increased correlation

compared to Central Synthetic, its baseline. Median Income
has a small increased correlation with respect to Central Syn-
thetic and is therefore closer to Original. However, Housing
Median Age shows a clear deviation with higher artificial
correlations generated during the synthesis step as these fea-
tures are evidently used to predict and generate the distributed
feature.

Population
Original - 1.00
0.1 0.11 BSOS 0.86 0.87 0.91 0.0048-0.02
Central
. 0.18 -0:12 OESEN 0.78 0.83 1 0.83 -0.064 -0.13
Synthetic - 0.75
DI aglal0in=Te ] 013 013 OSSN 091 093 1 097 0.043 011
Synthetic
N 0.50
Median Income
Original
-0.015 0.08 -0.12 0.2 -0.00770.0048 0.013
Central - 0.25

Synthetic

€0.016 0.06 -0.12 0.12 -0.066 -0.064 -0.036

Dlstrlbuted <0.029 -0.059 -0.15 0.38 -0.021 0.055 0.051

Synthetic - 200

Housing Median Age

. - —0.25
orlglnal -0.11 0.011 1 -0.36 -0.32 03 03
Central
Synthetic [l -0.50
Distributed EFERTTT
Synthetic
T 9 g E E c ©» 2 v -=0.75
T o 6 B g =S
2 2 < 06 o5 © g ®
= 5 £ ©0 o0 8 < o >
¥ § 8 & 5 3 ¢ £
i | 5 p— =} a 7] “
9 Tt ¥ 5 3 ¢ 3 -=1.00
- v - m [=] ©
s o — & T = o
F ® T I
oo = o =
B Q 2 ©
a b=
2 ]
=]
T =

Fig. 3: Correlation plots for the features population, median income
and housing median age for Original and synthetic data sets. The
maximum positive correlation is 1 and the maximum negative corre-
lation -1.

Thirdly, five SVM models are trained to predict the ’Median
House Value’ using Original data as the test set for all models.
Of which the CVS is calculated during training and tested
on the Original data by R?, MAE and RMSE. As expected
Original scores highest, followed by Central Synthetic, already
losing prediction value. Population and Median Income data
sets score reasonable R2, MAE and RMSE in Table II as
they maintain prediction value and multi-feature correlations
with low errors and double the loss increase by Central
Synthetic. For Housing Median Age the negative R? and the
high MAE and RMSE indicate there is no prediction value
for the target 'House Median Value’ of the Original data
at all. The high CVS for all distributed Synthetic data sets
indicate that the outliers in Original are less generated dur-
ing synthesis which results in increased prediction accuracy.



Data Train Test
CVS R? [ MAE [ RMSE
Original 0.72 £0.01 0.719 | 0.089 0.125
Central synthetic 0.64 £+0.01 0.655 | 0.097 0.139
Population 0.7740.00 0.504 | 0.116 0.166
Median Income 0.91 £0.01 0.529 0.117 0.163
Housing Median Age 0.9440.00 -6.184 | 0.526 0.623

TABLE 1II: Five Support Vector Machine models are trained on
Original, synthetic data sets predicting the "Median House Value’ of
the Original data. The Cross Validation Scores for the trained models
have 5 cross sections showing standard deviations. The R%, MAE and
RMSE error are tested on Original data.

Data \ epoch \ R? \ MAE \ MSE \
Original 10 0.676 | 0.093 | 0.0184
20 0.683 | 0.091 | 0.0180
Central Synthetic 10 0.648 | 0.095 | 0.0195
20 0.675 | 0.092 | 0.0181
Population 10 0.629 | 0.103 | 0.0197
20 0.628 | 0.103 | 0.0197
Housing Median Age 10 0.582 | 0.107 | 0.0221
20 0.548 | 0.112 | 0.0239

TABLE III: Target re-computation on trained Split-NN model for
Original, Central Synthetic, Population and Housing Median Age for
10 and 20 epochs in R?, MAE, and MSE.

Moreover, while generating the distributed feature the target
value of Central Synthetic is used instating a correlation with
it. Furthermore, specifically for Housing Median Age there are
incorrect artificial correlations generated during synthesis.

Overall our approach for a vertical synthesis on the Median
Income and Population show a high similarity with the Orig-
inal data with an acceptable loss and therefore are deemed
successful. However, the results on Housing Median Age are
unsuccessful. Which shows that our approach relies on the
predictability of the distributed feature, which can be tested
up-front by measuring the R2.

For the next steps only the results of Population and
Housing Median Age are shown. Following an ’successful’
and ’unsuccessful’ data synthesis.

B. Compute Target Values

The target values of the Original and Synthetic data sets are
re-computed with the same trained Split-NN on the Original
data. This is required as the CFE need to explain the predic-
tions made by that model.

The target predictions in Original score only 10-15% higher
than on Population in Table III. Housing Median Age scores
lower, as expected, however due to the multi-feature correla-
tions to the target the prediction is still relatively close to the
Original prediction.

The stability experiments of R? for train and test data sets
show the results are robust. For further experiments the results
of the 10 epoch run is used as there is a reasonable trade-off
with respect to overfitting and under fitting.

[ Data [ Median |
Original 0.355
Central synthetic 0.336
Population 0.334
Housing Median Age 0.349

TABLE IV: Medians of L1 distances CF for Original, Central
Synthetic, Population and Housing Median Age.

C. Secure Counterfactuals

In the final step the original CFs in a one party setting are
compared to the synthetic CFs in a two party setting. The ML
network is a 3-layer neural network with a regression task
on the target "Median House Value’. The CFs are selected to
be 10-15 % higher than the Factual. A random selection of
100 Factuals is picked for which the top 10 candidates L1
distribution is shown in Figure 4. The L0 and L2 distances
for all features can be found in the Appendix VIII-B.

L1 distances CFs

Original - »:
Central Synthetic- ’:

Population - \//\f

Housing Median Age - ’:

0.0 0.5 1.0 1.5
L1

Data

Fig. 4: L1 distribution calculated with the top 10 CFs for Original,
Central Synthetic, Population and Housing Median Age data sets for
100 random Factuals. The white dots indicate the medians, and the
black boxes indicate the interquartile ranges with a maximum distance
of 10.

The L1 distances of the Original and Synthetic data sets
have a comparable low median seen in Table IV. The Original
data has more CFs spread between 0,5 and 1 as there are
less outliers present in the Synthetic data sets. Comparing
Population and Housing Median Age with their baseline
Central Synthetic data shows that Population is comparable
to Central Synthetic, however for Housing Median Age the
median increased and seemingly has a distributions closer to
Original. When zooming in on the CFs distribution of the
distributed generated synthetic features Population (5) and
Housing Median Age (6), it is explained why Housing Median
Age has a higher mean compared to the Central Synthetic
baseline and is more comparable to Original.

For the feature population the L1 median distance of the
Central Synthetic and Population is lower by 5-15% than the
Original data in Table V. As the Synthetic data generates less
outliers and averages the events. Which is evident from the
distribution plots in Figure 5 as well.
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Fig. 5: L1 distribution of the feature population in Original, Central
Synthetic and Population data sets from the top 10 CFs for 100
Factuals. The three black dotted lines indicate the quarterlies
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Fig. 6: L1 distribution of the feature housing median age in Original,
Central Synthetic and Housing Median Age data sets from the top
10 CFs for 100 Factuals. The three black dotted lines indicate the
quarterlies.

For Housing Median Age the median increases by 210%
in Table V. The distribution plot in Figure (6) shows a
wide spread for both the Central Synthetic and even more in
Housing Median Age. Instead the Original data shows most
CFs are equal for the feature housing median age to the
Factual. Therefore the synthetic CFs are hardly comparable to
the Original data CFs for this specific feature. This incorrectly
artificially created spread results in a higher L1 mean and
distribution in Figure 4.

D. Attribute Inference Attack

The trained SVR models on the synthetic samples show a
low Cross Validation Score for population in all scenarios in

l Data [ Population [ Housing Median Age ‘
Original 0.0122 0.0392
Central synthetic 0.0117 0.0453
Distributed synthetic 0.0104 0.0851

TABLE V: Medians of L1 distance CF distributions for features
population and housing median age of the Original, Central Synthetic
and Population or Housing Median Age data sets respectively.

Data Samples | CVS£Std \ R? \ MAE \ Nr |
Population 10 -6.56+6.79 | -0.07 | 0.21 0
100 876F9.15 | 0.18 | 0.18 | 0
1000 455F1.84 | 024 | 018 | 0
All data | -5.06£0.24 | 025 | 0.17 | 0
Housing 10 2.58+£3.08 | -0.11 | 002 | ©
Median Age
100 0.72£0.09 | -1.46 | 0.04 | 0
1000 0.83F0.02 | 405 | 007 | O
All data | 0.86E£0.01 | -3.56 | 0.07 | 0

TABLE VI: Attribute inference attack on distributed features popu-
lation and housing median age. The Cross Validation Scores for 5
trained models have 5 showing standard deviations. Results on the
original data are provided in R? and MAE. Nr is the number of
exactly correct predicted samples.

Table VI. Therefore, the trained models do not have prediction
power and it is not possible to infer attribute information from
the original data. This is verified by the low R? values on the
test data. The models for Housing Median Age scenarios with
more then 10 samples are trained properly, with R? values
>(0.7. However, when tested on the original data the results are
still poor. This shows that it is not possible to infer information
on the feature housing median age either.

VI. CONCLUSION

Our novel SCFE approach successfully shows that it is
possible to securely create realistic synthetic explanations in
a two-party setting.

The synthetic data generation method on vertical distributed
data enables parties to jointly generate synthetic data when
there is a high prediction accuracy. Our method can generate
a synthetic feature for both numerical and categorical features.

The SCFE Protocol enables parties to collaboratively rank
and optimize CFs in a secure way. Our optimization Protocol
is flexible; the «, 8 and « in Protocol 1 can be adjusted to the
requirements of the involved parties.

For the final step, the data-owners can decide what they
need and want to reveal. The top k synthetic CFs can be shared
to explain the Factual. The data-owners can decide to reveal
summaries of the results e.g. the average increase or decrease
of features. It is advised to reveal as limited as possible, to
minimise security risk.

To conclude, we have introduced a completely secure ap-
proach to calculate, optimize and reveal CFE in a two party
setting.

VII. LIMITATIONS AND FUTURE WORK

As the vertical synthetic data generation did not provide
realistic results for distributed features with a low prediction
accuracy, further research should focus on improving vertically
partitioned synthetic data generation for all scenarios. The au-
thors are developing new statistical and deep learning methods
to improve the quality of the vertical distributed synthetic data.

Differential Privacy [31] can be added to the synthetic
data generation steps to provide even more protection against
reconstruction attacks on the model.



This method can be extended to a setting with more features
for Bob by repeating steps 2 and 3 in section IV-A. And to
multiple data-owners by adding a second data-owner next to
Alice who consequently holds the prior generated distributed
feature. It is expected the accuracy of synthetic data will
decrease in both scenarios.

Lastly, reduction of calculation time is needed to use this
approach in practical applications.
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VIII. APPENDIX
A. Distributions of Distributed Features
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Fig. 7: Distributions of Original, Central Synthetic and Distributed
Synthetic data for the features population, median income and hous-
ing median age. The distribution is divided into 30 bins. Population
is most similar to Original data followed by Median Income which
overall has higher values. Housing Median Age does not match the
Original data.

B. LO and L2 Distance Distributions
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Fig. 8: L0 and L2 distance distributions for Original, Central Syn-
thetic, Population and Housing Median Age data sets from the top
10 Counterfactuals for 100 random Factuals.



